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With identifying potential malicious attacks, threats, and vulnerabilities, measures need to
be taken to deal with the malicious activities. A strategy is needed to deal with each of the
risk of the malicious attacks and threats in the previous memo. Also controls will need to
be setup to help mitigate those risks of the attacks. A strategy and controls need to also be
setup to mitigate each of the vulnerabilities from the previous memo to help protect the
computers and network for the business.There are different strategies that can be used for
dealing with the risk of a malicious attacks and threats. The strategy used will depend on
the type of attack and threat, the strategies are risk mitigation, risk assignment, risk
acceptance, and risk avoidance. Risk mitigation uses controls to reduce the risk, the
controls could be administrative, technical, or physical. “The wide variety of security
threats demonstrates that traditional methods of protection, such as firewalls and anti-virus
software, are not enough to shield companies from these new, complex and highly
sophisticated threats. What is needed is a multi-layered approach to security that ranges
from perimeter security to end-point systems through to the implementation of a security
policy. This will ensure protection from unknown malware threats,” (King, 2005). Risk
assignment allows the business to transfer the risk to another business, for example
storing backup tapes off site by using another business. Risk acceptance is the business
accepting the risk, but the damages from the risk is low and could cost the business more



to reduce the risk than dealing with the loss. Risk avoidance is to avoid the risk by
discontinuing using a software or hardware that causes the ri...... middle of paper
......rotecting the WAP and USB devices is to keep people informed and trained on how to
use the wireless access and USB devices. WAP login information should not be shared or
stored in the computers to connect by wireless. People should also be trained on how to
scan USB devices for viruses and their home computer to prevent them from bringing a
virus to work from their home computer.Works CitedBlue Coat. 2012. Detect and Limit
DoS Attacks. Retrieved on 20 Feb 2012 fromhttps://bto.bluecoat.com/packetguide/current/
solutions/security/prevent-dos-attacks.htmBravetti, Giancarlo. 19 Nov 2010. Why Software
Updates are Important. Retrieved 21 Feb 2012From
http://www.cyberlogic.co.za/importance-of-software-updates/King, Paul. 7 Nov 2005. The
Role of Network Security in Risk Mitigation. Retrieved on20 Feb 2012 from
http://www.gtnews.com/article/6173.cfm
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