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Most VPN providers make big claims about their ‘no logging’ policy, and how they don't maintain the slightest trace of anything you do online.What these companies don't always explain is that VPNs (including free VPNs) can keep detailed logs on your PC, often including account details, session connect and disconnect times, and the names of any
servers you've accessed.Often there's no automated way to remove this information. Even uninstalling the VPN will usually leave at least some traces behind, and there are plenty more clues to your activities in Windows' various network histories. Most could remain on your system for years.Whether this is any kind of privacy risk depends on your
situation. If others have access to your PC, or maybe you're running a VPN on a work computer, maybe; if it's your own system, probably not.We’ve also debunked 6 common myths concerning VPNsWhatever your circumstances, it's interesting to see what a PC might hold regarding your VPN history. Deleting ancient network remnants brings
benefits of its own, too, freeing up resources, simplifying your network settings and maybe reducing the chance of problems occurring with other networking software.Bear in mind that there are risks involved with this kind of low-level clean-up. Accidentally deleting something important could cripple your PC. Be very careful, and don't wipe anything
unless your system is fully backed up, and you've got the tools and experience to recover the computer if anything goes wrong.So, let’s look in detail at how to go about uninstalling your VPN software and subsequently cleaning up after that process. Note that you don’t have to follow all these steps, at least beyond the first and primary uninstallation
process. You can be as thorough - or not - as you like.And if you’re not confident with some of the more involved elements - like editing the Registry - then it’s probably best to skip these steps. Furthermore, some of the latter steps will only really apply to those who are extremely privacy-conscious, as you’ll see when you read through.(Image credit:
Microsoft)Uninstall VPN clientsThe first step in removing a VPN is to clear away its client.Start by finding where the program files are stored on your hard drive. Open a client window, press Ctrl+Shift+Esc to launch Task Manager, right-click the app name and select Open File Location. Make a note of the folder name - you'll need it later.Close the
client completely (don't just minimize it), then try to uninstall it from the regular Control Panel applet (Control Panel > Programs and Features > Uninstall a Program).The installed programs list might also include a TAP driver (a virtual network adapter) for your VPN provider. If the list is sorted alphabetically, scroll to the T's and look for items
beginning "TAP-' (our test system included TAP-NordVPN and TAP-ProtonVPN). Remove these by right-clicking and selecting Uninstall.If you don't find anything, search your system for the VPN name and look for an Uninstall shortcut.Once you've run the regular uninstaller and removed any associated TAP files, reboot your PC to make sure Windows
is able to delete locked program files.Uninstalling a VPN won't necessarily remove all of its files. There are often plenty of leftovers, ranging from stray DLLs to detailed logs of all your recent VPN connections.Open the client folder you noted in the previous step, if it still exists, and search your system for folders with similar names. Investigate these
to see what's left, and whether the folders can safely be deleted.You could also manually browse for files in the most likely locations: \Program Files, \Program Files (x86), \ProgramData, \Users\\AppData\Local, \Users\\AppData\Roaming.If you don't see the ProgramData or AppData folders, launch Control Panel, go to File Explorer Options and make
sure 'Show hidden files, folders and drives' is selected.It's amazing what you can discover. Even after uninstalling VPNs, we've found folders left behind in ProgramData, with connection information, including BullGuard VPN\logs, Encrypt.me\Logs, Hotspot Shield, NordVPN, PrivateVPN, SafeVPN\logs, SurfEasyService, Surfshark, UltraVPN\logs and
VPNArea\Logs.Depending on your setup, you might have a separate installation of OpenVPN, the open source client used by many pieces of VPN software to manage their connections. Look for a \Users\[Username]\OpenVPN\Log folder and delete any log files you don't need. Which can be all of them, if you like - the files are just for troubleshooting,
and it's safe to remove them.(Image credit: Microsoft)Registry referencesWindows VPN clients often store at least some of their settings in the Windows Registry. At least some of these may survive the uninstaller, and they can sometimes give away details of your account or connection history.Another quick warning here: always be very careful when
editing the Registry.To begin, launch REGEDIT and browse to HKEY LOCAL MACHINE\SOFTWARE and HKEY CURRENT USER\SOFTWARE. Scroll through each set of keys, looking for anything relating to VPNs that you have uninstalled.Typically you won't find very much. Our test system had leftover keys relating to ExpressVPN (opens in new
tab), IPVanish (opens in new tab), IVPN, ProtonVPN, SecureVPN and VyprVPN (Golden Frog), but these were all either empty or contained nothing of interest.Others may be more significant. NordVPN (opens in new tab) had some IP addresses, Windscribe left all our settings and the last external IP address, and FrootVPN and Anonine left data
including our usernames and encrypted password.Whatever you find, if you're sure it's no longer necessary then you can remove it by right-clicking the key in the left-hand pane and selecting Delete. As we already mentioned, when editing the Registry, be cautious - accidentally deleting the wrong item could cause all kinds of problems. If you're at all
unsure about anything, leave it alone.(Image credit: Microsoft)Network adaptersWindows VPN clients work by setting up virtual network adapters for your other applications to use. These are often left behind when you uninstall a VPN, unfortunately, cluttering your network settings and occasionally conflicting with other software.Launch Device
Manager (press Win+R, type devimgmt.msc and press Enter) and click the arrow to the left of 'Network adapters' to display everything installed on your system.VPN-related adapters usually include TAP in the name (a virtual network adapter standard) and the service name, which makes them easy to spot. Our test system had 'ibVPN Tap Adapter’,
'SwitchVPN Tap Adapter' and 'TAP-NordVPN Windows Adapter V9', for instance.Our system also had the more vaguely named 'VPN Client Adapter - VPN'. If you're not sure where a network adapter has come from, double-click it, choose the Driver tab and look at the Driver Provider and Digital Signer items. These typically show the name of the
service and the company behind it.As a cross-check, select the Events tab and scroll to the bottom of the list. If the last event was a long time ago this might indicate that the adapter is no longer used, although this isn't guaranteed.If you're confident an adapter is no longer necessary, and you're also happy you know how to fix the problem if you're
wrong (reinstall it, use a system restore point, or something else), right-click it, select Uninstall Device and check the box to 'Delete the driver software for this device.'Check out the best VPN (opens in new tab) At a GlanceSimple to set up; Quick and easy protectionGood for only for six hours of use at a time; Good for only 1GB of use at a time;
Connects you to a foreign serverProtect yourself online with a free VPN. Worried that Web sites are snooping on you as you surf? Concerned that when you're at a public Hot Spot, such as at a café, a hacker can intercept everything you send and receive-including passwords and other personal information? Then you should give CyberGhost VPN Free
a try. It creates a virtual private network (VPN) connection when you’re on the Internet, so that you can be safe when you go online. I reviewed v4.7.18. Install the program, then restart your computer, and run CyberGhost VPN Free. During setup, it’s best to have CyberGhost VPN select your anonymization server for you, unless you know how to do it
yourself. For increased security, you can have CyberGhost VPN delete cookies and your browser history after you disconnect, although it does that only in Microsoft Internet Explorer. Behind the scenes, CyberGhost VPN Free replaces your normal IP address with a CyberGhost IP address shared with many users. In addition, you're connected to
anonymization servers, which further protect you. Once you connect, you’re anonymous online. Just use the Internet as you would normally. It’s that simple. That’s not to say it’s free of issues. First is that this free version of CyberGhost VPN will work for only six hours at a time or 1GB of downloads at a time, whichever comes first. You get
disconnected after that, although you can then relaunch it again. If you want more uninterrupted time and a larger download amount, you’ll have to subscribe to a premium version, which costs from 4 Euros to 10 Euros a month, depending on the download limit you want. That means that the free version is best suited for individual Internet sessions,
such as when you take your laptop to a Hot Spot, rather than for all-day use. In addition, you'll be connected using a foreign IP address, so you may notice some oddities. For example, my home page is Google.com, but when I clicked the home button on my browser, I was sent to the German version of Google. And when I tried to go to Google
manually, by typing in google.com into my browser, I was sent to the German version of Google as well. If you're willing to put up with a few quirks, you’ll find CyberGhost VPN a great, free program for keeping you save online. And you can always pay if you want more time and bandwidth. -Preston Gralla
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