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Get	this	app	Please	sign	in	before	purchasing	(Why?)	by		Banana	Studio	Rated:Guidance	Suggested	3.2	out	of	5	stars32	customer	ratings	Sold	by:Amazon.com	Services	LLC	Languages	Supported:	Arabic,	Chinese,	Cornish,	Czech,	Dutch,	English,	French,	German,	Greek,	Hebrew,	Hindi,	Italian,	Japanese,	Kazakh,	Korean,	Polish,	Portuguese,	Russian,



Spanish,	Tagalog,	Vietnamese	This	app	needs	permission	to	access:Allows	an	application	to	receive	messages	via	Google	Cloud	MessagingReceive	message	via	Amazon	DeviceSee	all	Application	Permissions	By	placing	your	order,	you	agree	to	our	Terms	of	Use	Latest	updatesWhat's	new	in	version	0.8.2	Date	first	listed	on	Amazon:	December	15,
2018Developed	By:	Banana	StudioCustomer	reviews:	3.2	out	of	5	stars32	customer	ratings	Wireless	File	Transfer	Full	functional	SSH	Server	SFTP	File	Transfer	Protect	USB	charging	port	Multiple	users	with	multiple	paths	Session	monitoring	A	powerful	application	allows	you	to	run	SSH/SFTP	Server	on	your	phone	with	full	functional
terminal.APPLICATION	FEATURES√	Use	any	network	interfaces	in	your	device	including:	Wi-Fi,	Ethernet,	Tethering...√	Multiple	users	(anonymous	user	included:	username=ssh	without	password)•	[SFTP	feature]	Allow	each	user	to	show	hidden	files	or	not√	[SFTP	feature]	Multiple	access	paths	for	each	user:	Any	folders	in	your	internal	storage	or
external	sdcard•	[SFTP	feature]	Can	set	read-only	or	full	write	access	on	each	path√	Automatically	start	SSH/SFTP	Server	when	certain	WiFi	is	connected√	Automatically	start	SSH/SFTP	Server	on	boot√	Has	public	intents	to	support	scriptingFor	Tasker	integration:Add	new	Task	Action	(choose	System	->	Send	Intent)	with	the	following	information:•
Package:	net.xnano.android.sshserver•	Class:	net.xnano.android.sshserver.receivers.CustomBroadcastReceiver•	Actions:	either	one	of	following	actions:-	net.xnano.android.sshserver.START_SERVER-	net.xnano.android.sshserver.STOP_SERVERAPPLICATION	SCREENS√	Home:	Control	the	server	configurations	such	as•	Start/stop	server•	Monitor
the	connected	clients•	Change	port•	Enable	automatically	start	on	boot•	...√	User	management•	Manage	users	and	access	paths	for	each	user•	Enable	or	disable	user√	About•	Information	about	SSH/SFTP	ServerPERMISSIONS	NEEDED√	WRITE_EXTERNAL_STORAGE:	Mandatory	permission	for	SSH/SFTP	Server	to	access	files	in	your	device.√
INTERNET,	ACCESS_NETWORK_STATE,	ACCESS_WIFI_STATE:	Mandatory	permissions	to	allow	user	to	connect	to	SSH/SFTP	Server.√	Location	(Coarse	location):	Required	for	Android	P	user	who	wants	to	enable	the	feature	"Automatically	start	server	on	Wi-Fi	detected"What	SSH/SFTP	Clients	are	supported?√	You	can	use	any	SSH/SFTP	clients	on
Windows,	Mac	OS,	Linux	or	even	browser	to	access	this	SSH/SFTP	Server.Tested	clients:•	FileZilla•	WinSCP•	Bitvise	SSH	client•	Finder	(MAC	OS)•	Any	terminal/File	manager	on	Linux•	Total	Commander	(Android)•	ES	File	Explorer	(Android)SUPPORTIf	you're	facing	any	problems,	want	new	features	or	have	feedback	to	improve	this	application,
don't	hesitate	to	send	it	to	us	via	the	support	email:	support@xnano.net.NEGATIVE	COMMENTS	can't	help	the	developer	solve	the	problems!	Size:	5.8MBVersion:	0.8.2Developed	By:	Banana	StudioApplication	Permissions:	(	Help	me	understand	what	permissions	mean	)	Allows	an	application	to	receive	messages	via	Google	Cloud	MessagingReceive
message	via	Amazon	DeviceAccess	coarse	(e.g.,	Cell-ID,	Wi-Fi)	locationAccess	information	about	networksAccess	information	about	Wi-Fi	networksFOREGROUND_SERVICEOpen	network	socketsRead	from	external	storageGet	notified	that	the	operating	system	has	finished	bootingIgnore	your	battery	optimization	settingsPowerManager	WakeLocks	to
keep	processor	from	sleeping	or	screen	from	dimmingWrite	to	external	storageAllows	sending	in-app	billing	requests	and	managing	in-app	billing	transactionsMinimum	Operating	System:	Android	4.1Approximate	Download	Time:	Less	than	1	minute	App	Info	Download	APK	[0.10.7](6.35	MB)	Download	mod	[0.3.3](4.43	MB)	A	powerful	application
allows	you	to	run	SSH/SFTP	Server	on	your	phone	with	full	functional	terminal.APPLICATION	FEATURES√	Use	any	network	interfaces	in	your	device	including:	Wi-Fi,	Ethernet,	Tethering...√	Multiple	users	(anonymous	user	included:	username=ssh	without	password)•	[SFTP	feature]	Allow	each	user	to	show	hidden	files	or	not√	[SFTP	feature]
Multiple	access	paths	for	each	user:	Any	folders	in	your	internal	storage	or	external	sdcard•	[SFTP	feature]	Can	set	read-only	or	full	write	access	on	each	path√	Automatically	start	SSH/SFTP	Server	when	certain	WiFi	is	connected√	Automatically	start	SSH/SFTP	Server	on	boot√	Has	public	intents	to	support	scriptingFor	Tasker	integration:Add	new
Task	Action	(choose	System	->	Send	Intent)	with	the	following	information:•	Package:	net.xnano.android.sshserver•	Class:	net.xnano.android.sshserver.receivers.CustomBroadcastReceiver•	Actions:	either	one	of	following	actions:-	net.xnano.android.sshserver.START_SERVER-	net.xnano.android.sshserver.STOP_SERVERAPPLICATION	SCREENS√
Home:	Control	the	server	configurations	such	as•	Start/stop	server•	Monitor	the	connected	clients•	Change	port•	Enable	automatically	start	on	boot•	...√	User	management•	Manage	users	and	access	paths	for	each	user•	Enable	or	disable	user√	About•	Information	about	SSH/SFTP	ServerPERMISSIONS	NEEDED√	WRITE_EXTERNAL_STORAGE:
Mandatory	permission	for	SSH/SFTP	Server	to	access	files	in	your	device.√	INTERNET,	ACCESS_NETWORK_STATE,	ACCESS_WIFI_STATE:	Mandatory	permissions	to	allow	user	to	connect	to	SSH/SFTP	Server.What	SSH/SFTP	Clients	are	supported?√	You	can	use	any	SSH/SFTP	clients	on	Windows,	Mac	OS,	Linux	or	even	browser	to	access	this
SSH/SFTP	Server.Tested	clients:•	FileZilla•	WinSCP•	Bitvise	SSH	client•	Finder	(MAC	OS)•	Any	terminal/File	manager	on	Linux•	Total	Commander	(Android)•	ES	File	Explorer	(Android)SUPPORTIf	you're	facing	any	problems,	want	new	features	or	have	feedback	to	improve	this	application,	don't	hesitate	to	send	it	to	us	via	the	support	email:
[email	protected]NEGATIVE	COMMENTS	can't	help	the	developer	solve	the	problems!	android.permission.MANAGE_EXTERNAL_STORAGE	App	customer	permission.	Write	external	storage	Allows	to	write	to	external	storage	such	as	SD	card.	Access	network	state	Allows	to	access	information	about	networks.	Access	wifi	state	Allows	to	access
information	about	Wi-Fi	networks.	android.permission.FOREGROUND_SERVICE	App	customer	permission.	Internet	Allows	to	access	internet	network.	Receive	boot	completed	Allows	to	receive	the	boot	completed	notification	that	is	broadcast	after	the	system	finishes	booting.	Wake	lock	Allows	using	PowerManager	WakeLocks	to	keep	processor	from
sleeping	or	screen	from	dimming.	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS	App	customer	permission.	oppo.permission.OPPO_COMPONENT_SAFE	App	customer	permission.	com.huawei.permission.external_app_settings.USE_COMPONENT	App	customer	permission.	Access	coarse	location	Allows	to	access	approximate
location	derived	from	network	location	sources	such	as	cell	towers	and	Wi-Fi.	Access	fine	location	Allows	to	access	precise	location	from	location	sources	such	as	GPS,	cell	towers	and	Wi-Fi.	com.android.vending.BILLING	App	customer	permission.	com.google.android.c2dm.permission.RECEIVE	App	customer	permission.
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE	App	customer	permission.	Read	external	storage	Allows	to	read	from	external	storage	such	as	SD	card.	Upon	reading	the	title,	the	first	question	out	of	your	mind	might	be,	“Why?”	the	answer	will	depend	upon	your	usage.	You	might	want	a	secure	way	to	copy	files	from
your	device.	If	you’re	a	developer,	you	might	want	to	have	easy	access	to	the	filesystem	hierarchy.	Whatever	your	reason,	there	are	apps	available	in	the	Google	Play	Store	that	will	serve	this	purpose	well.	One	of	my	favorites	is	called	SimpleSSHD.	This	Android	SSH	server	doesn’t	offer	much	in	the	way	of	bells	and	whistles,	but	it	does	the	trick	and
does	so	easily.	Let’s	install	SimpleSSH	and	see	how	to	make	use	of	it.	Installation	I	will	be	installing	SimpleSSH	on	a	OnePlus	3,	running	Android	7.1.1.	SimpleSSH	will	run	on	Android	2.1	and	up,	so	you	can	be	certain	(unless	your	device	is	really	old),	this	app	will	work.	SimpleSSH	also	does	not	require	a	rooted	device.	The	installation	is	simple.
Follow	these	steps:	Open	the	Google	Play	Store	on	your	Android	device	Search	for	SimpleSSH	Locate	and	tap	the	entry	by	galexand	Tap	Install	Allow	the	installation	to	complete	And	that’s	it	for	installation.	You	will	find	the	SimpleSSH	launcher	in	your	App	Drawer	or	on	your	home	screen	(or	both).	Tap	the	app	icon	to	start	SimpleSSH.	SEE:	Mobile
device	computing	policy	(Tech	Pro	Research)	Usage	Using	SimpleSSH	might	not	be	the	single	most	obvious	task	in	the	toolbox.	Why?	If	you’re	accustomed	to	using	SSH,	you	know	to	log	into	an	SSH	server	is	only	a	matter	of	issuing	a	command	like:	ssh	USERNAME@IP	Where	USERNAME	is	the	name	of	a	user	and	IP	is	the	IP	address	of	the	remote
server.	One	thing	should	immediately	pop	out	to	you–what	username?	Sure	SimpleSSH	makes	it	clear	what	IP	address	to	use,	but	what	about	the	username?	Simple	—	you	don’t	work	with	a	username.	Instead,	the	command	to	secure	shell	into	your	Android	device	will	be	of	the	form:	ssh	IP	Where	IP	is	the	IP	address	presented	on	the	SimpleSSH
window	(Figure	A).	Figure	A	There	are	two	other	things	to	know	about	logging	into	the	SimpleSSH	server.	First	off,	it	does	not	use	the	standard	SSH	port	of	22	(because	that	is	a	privileged	port	the	app	cannot	access).	Out	of	the	box,	SimpleSSH	is	set	to	port	2222.	You	can	change	this	(from	within	Settings),	but	let’s	assume	you’ll	stick	with	the
default	port	of	2222.	So	to	log	into	SimpleSSH,	the	command	would	now	be:	ssh	IP	-p	2222	Tap	the	START	button	on	the	SimpleSSH	window	and	then,	back	at	your	desktop	client,	issue	the	above	command.	You	will	see	a	one-time	password	appear	on	the	SimpleSSH	screen	(Figure	B).	Enter	that	password	from	the	terminal	you	are	using	to	log	into
the	SimpleSSH	server	and	you	will	be	given	access.	Figure	B	That	password	will	only	work	with	one	login	attempt.	If	you	type	it	incorrectly,	you	will	be	given	a	new	one-time	password.	Once	you’ve	successfully	logged	in,	you	will	be	deposited	into	the	/storage/emulated/0/ssh	directory.	Do	note,	this	directory	is	not	readable,	so	you	will	have	to	change
to	a	directory	that	does	have	read	access.	Issue	the	command	cd	../	and	you	will	move	up	one	directory	(to	/storage/emulated/0)	that	does	offer	read	and	write	access.	SEE:	Special	report:	Cybersecurity	in	an	IoT	and	mobile	world	(free	PDF)	(TechRepublic)	SCP	SimpleSSH	also	enables	the	use	of	secure	copy.	Say	you	want	to	securely	copy	a	file	from
your	desktop	to	your	Android	device.	This	can	be	done	using	the	scp	command.	The	one	thing	you	must	remember,	is	that	scp	handles	alternative	ports	a	bit	differently	than	does	ssh.	So	the	command	to	copy	a	file	from	a	desktop	to	your	Android	device	would	look	like:	scp	-P	2222	/PATH/TO/LOCAL/FILE	IP:/PATH/TO/REMOTE/FILE	Where	IP	is	the	IP
address	of	your	Android	device,	/PATH/TO/LOCAL/FILE	is	the	path	that	houses	the	file	on	the	local	device	(ending	with	the	filename),	and	/PATH/TO/REMOTE/FILE/	is	the	path	that	will	house	the	remote	file	(ending	with	the	filename).	When	you	issue	that	command,	SimpleSSH	will	give	you	a	new	one-time	password	to	use.	Once	authenticated	the	file
will	copy	and	you’re	good	to	go.	After	you	are	finished	using	SimpleSSH,	make	sure	to	stop	the	server,	by	tapping	the	STOP	button.	SSH	server	made	simple	There	are	a	few	SSH	servers	available	for	Android,	but	SimpleSSH	makes	connecting	via	ssh	(or	scp)	a	bit	simpler	than	the	other	tools.	Give	this	app	a	try	and	see	if	it	doesn’t	help	make	your	ssh
to	Android	connections	needs	a	bit	easier.
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